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Quality of Service 
 ● End to end L3 QoS using MQC 
Network Services 
 ● First-Hop Redundancy protocols 
 ● Network Time Protocol 
 ● DHCP on Cisco IOS 
 ● IPv4 Network Address Transla�on 
Network op�miza�on 
 ● IP SLA 
 ● Tracking object 
 ● Flexible ne�low 
Network opera�ons 
 ● Traffic capture 
 ● Cisco IOS-XE Troubleshoo�ng tools 
 
Infrastructure Automa�on and Programmability 
Data encoding formats 
 ● JSON 
 ● XML 

Automa�on and scrip�ng 
 ● EEM applets 
 ● Guest shell 
Programmability 
 ● Interac�on with vManage API 
 ● Interac�on with Cisco DNA Center  API 
 ● Interac�on with Cisco IOS XE API 
 ● Deploy & verify model-driven telemetry 

So�ware Defined Infrastructure 
Cisco SD Access 
 ● Design a Cisco SD Access solu�on 
 ● Cisco SD Access deployment 
 ● Segmenta�on 
 ● Assurance 
Cisco SD WAN 
 ● Design a Cisco SD-WAN solu�on 
 ● WAN edge deployment 
 ● Configura�on templates 
 ● Localized policies (only QoS) 
 ● Centralized policies
 
Transport Technologies and Solu�ons 
MPLS 
 ● Opera�ons 
 ● L3VPN 
DMVPN 
 ● Troubleshoot DMVPN phase 3
 with dual-hub 
 ● Iden�fy use-cases for FlexVPN
 
Infrastructure Security and Services 
Device Security on Cisco IOS XE 
 ● Control plane policing and protec�on 
 ● AAA 
Network Security 
 ● Switch security features 
 ● Router security features 
 ● IPv6 First Hop Security features 
 ● IEEE 802.1X Port-Based Authen�ca�on 
System Management 
 ● Device management 
 ● SNMP 
 ● Logging 

CCIE Enterprise Infrastructure (v1.0) - LAB 

Network Infrastructure 
Switched campus 
 ● Switch administra�on  
 ● Layer 2 protocols 
 ● VLAN technologies 
 ● i LACP, manual 1.1.d ii Layer 2,layer 3. 
 ● Spanning-Tree 
Rou�ng Concepts  
EIGRP 
 ● Adjacencies 
 ● Best pathselec�on  
 ● Opera�ons 
 ● EIGRP load-balancing 
 ● EIGRP named mode 
 ● Op�miza�on, convergence & scalability 
OSPF (v2 and v3) 
 ● Adjacencies 
 ● Network types, area types 
 ● Path preference 
 ● Opera�ons 
 ● Op�miza�on, convergence & scalability 
BGP 
 ● IBGP and EBGP peer rela�onships 
 ● Path selec�on 
 ● Rou�ng policies  
 ● AS path manipula�ons 
 ● Convergence and scalability 
 ● Other BGP features 
Mul�cast 
 ● Layer 2 mul�cast 
 ● Reverse path forwarding check 
 ● PIM 


